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 Abstract— Mobile Ad hoc networks are playing very important role in the  present world. They are playing significant roles in real life 
applications such as military applications,  home and emergency applications, automotive computing, personal area networks, wireless 
sensor applications, wireless mess networks etc. Ad hoc networks have very adaptive nature and thus they are attacked through various 
attacks such as Fabrication. Denial of Service, Grayhole attack, Black Hole attack etc. Black hole attack is one of the very dangerous active 
attacks in the mobile Ad hoc Networks (MANET). In this attack, an attacker uses the routing protocol to advertise itself as having the 
shortest path to the node whose packets it wants to intercept. Once the malicious node has been able to insert itself  among the nodes 
which are using in the communication, it can drop all the packet which are  passing through it or it can do many other things with the 
packets passing between them. In this research paper a robust secure efficient approach for the detection of the Black hole attack in the 
Mobile Ad Hoc Networks (MANET) is proposed. The algorithm is implemented on AODV protocol. In this proposed approach a solution is 
provided which is based on the Inspection of DSN and if it is more than the Threshold value than this node is consider as malicious node 
and after that next phase provides the confirmation of the Black hole nodes. 

Index Terms— AODV, Blackhole Attack, DSN, Fresh Route, MANET, Reactive Routing Protocols, Selfish Node, SSN.   

——————————      —————————— 

1 INTRODUCTION                                                                     
Wireless network enables communication between computers 
using standard network   protocols, without network cabling. 
These networks use radio waves or microwaves as a commu-
nication medium. Wireless Networks can be classified mainly 
into two categories: Infrastructure Wireless networks and 
Infrastructure less Wireless Networks 
In Infrastructure Wireless Networks, communication takes 
place between the Wireless nodes through the Access Point 
(AP) and the wireless nodes cannot communicates directly [1]. 
The access point just not works as a control medium access, 
but acts as a bridge as well.  
Infrastructure less wireless networks does not need any fix 
infrastructure for the communication and also there is no re-
quirement of the access point. These networks are also called 
Ad Hoc Networks [1]. These networks don’t have any fixed or 
static topology as shown in figure 1.   
Mobile Ad hoc networks are the collection of mobile nodes 
that uses wireless transmission for communication. These 
networks have no fixed infrastructure, no fixed configuration 
and no other controlling device such as router etc. The setup 
or deployment of these networks is very easy because these 
networks don’t have a fixed infrastructure or a fixed topology 
also they have a very less setup time [2]. . The routers are free 
to move randomly and organize themselves dynamically. It 
means, these networks don’t have static topology, they form 
the topology dynamically.  Such networks received considera-
ble attention in recent years in both commercial and military 
applications, due to the attractive properties of building a 
network on the fly and not requiring any preplanned infra-

structure such as a base station or central controller. These 
networks are mainly used in military, researchers, business, 
students, and emergency services [2].  
 

 
Fig. 1. Mobile Adhoc Networks 

2  ROUTING IN MOBILE AD HOC NETWORKS 
The routing in the Ad hoc networks is a very critical task be-
cause of the absence of any central coordinator or base station 
and the dynamic topology [2]. 
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2.1  Issues in Designing a Routing for MANETs 
In order to facilitate communication in these networks a rout-
ing protocol is used to discover the routes between nodes [3]. 
The greatest challenge for the Mobile Ad Hoc Networks 
(MANET) is to come with a robust security solution even in 
the presence of malicious nodes, so that MANET can be pro-
tected from various routing attacks. Mobile Ad Hoc Networks 
(MANET) has not got clear cut security provisions; it is acces-
sible to any of the authorized network users and malicious 
attackers.  Some important issues are given below: 
 

 Mobility: In mobile AD-HOC network the nodes can 
move at any time so the network topologies highly 
dynamic in these types of networks so the routing is 
very tough in these networks because the node can 
change its position anytime therefore wired network 
routing protocols are not sufficient for routing in Mo-
bile Ad Hoc Networks (MANET) because the routing 
protocols for Mobile Ad Hoc Networks (MANET) 
must be able to performed efficient mobility man-
agement [3]. 

 Bandwidth Limitation: In Mobile Ad Hoc Networks 
(MANET) the bandwidth is limited so the data rate is 
much less in comparison to a wired network so the 
routing protocols for Mobile Ad Hoc Networks 
(MANET) must use the bandwidth optimality and 
very low overhead [3]. 

 Hidden and Exposed terminal problem: For Mobile 
Ad Hoc Networks (MANET) we must need a special-
ized MAC because the MAC for wired network is not 
sufficient for Mobile Ad Hoc Networks (MANET). In 
Mobile Ad Hoc Networks (MANET) there is a prob-
lem called hidden and exposed terminal problem oc-
cur and simple MAC for wireless networks cannot 
handle this so we need a specialized MAC for these 
types of networks [3]. 

 Resource Constraints: two important resources for 
Mobile Ad Hoc Networks (MANET) are processing 
power and the battery life. And we know that these 
resources are limited so routing protocols used in 
mobile ad hoc networks must optimally manage re-
sources. 

2.2 Routing Protocols for MANETs 
A routing protocol is needed whenever a packet needs to be 
transmitted to a destination via number of nodes. Many proto-
cols have been suggested keeping applications and type of 
network in view. 
Routing protocols can be classified by number of considera-
tions. 

2.2.1 Based on routing information update 
 Based on this category Mobile Ad Hoc Networks routing pro-
tocols can be classified into three categories, as shown in figure 
2. 
 
 
 
 
 
 
 
 
 
 

Fig. 2. Classification of Routing Protocols for MANETs 
 

 Table Driven Routing Protocols 

In Table Driven routing protocols each node maintains one or 
more routing tables containing routing information about all 
other node in the network. All nodes keep on updating these 
tables to maintain latest view of the network. Some popular 
proactive protocols are: DSDV, WRP etc [4]. 
On Demand Routing Protocols 
In On Demand routing protocols, the nodes don’t maintain 
any routing table nut they have a route cache. Routes are find 
dynamically only when a node want to communicate with 
another node with the help of the route discovery procedure 
which is invoked by the source node. Some reactive routing 
protocols are: DSR, AODV etc [4]. 
Hybrid Routing Protocols 
This type of protocols combines the best features of table driv-
en and on demand routing protocols. In case of the intra-
domain routing, these protocols uses the table driven ap-
proach, while in case of inter-domain routing these protocols 
uses the on demand approach[4]. Such as Zone Routing Proto-
col (ZRP) etc. 
2.2.2 Based on topology information organization 

Based on this category MANET routing protocols can be clas-
sified into two categories as shown in figure 3. 
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Fig.  3.  Routing Protocols Based on Topology Information Organization 

 

 

Flat routing Protocols 
These protocols use a flat addressing scheme, which is a global 
addressing mechanism for nodes in a Mobile Ad Hoc Net-
works (MANET) Such as DSR [3]. 
Hierarchical routing Protocols 
These protocols use a logical hierarchy of networks and an 
associated addressing scheme. The hierarchy could be based 
on geographical information or on hop distance Such as HSR, 
FSR [4]. 

3  ADHOC ON DEMAND DISTANCE VECTOR (AODV) 
ROUTING PROTOCOL 

The Ad hoc On-Demand Distance Vector (AODV) routing 
protocol has certain beautiful features such as quickly adapt 
the new link in case of link failure, very low processing delay, 
small memory overhead, network utilization etc.  It provides 
adaptive, source initiating, multihop routing between the mo-
bile nodes. 
AODV is loop free and it avoids the count to infinity problem 
occur in the Bellman-Ford algorithm and thus provides quick 
convergence in case of the dynamic network topology [5]. 
 One important feature of AODV which differentiate it with 
the DSR is that it uses the destination sequence number for 
each route entry.  This   number is created by the destination 
node and it is included along with every route information it 
sends to the source nodes. For every route it sends to the 
source, there is a different unique destination sequence num-
ber. When a source has the choice between the two or more 
routes for the routing, it always prefers the route which has 
the greatest sequence number [6]. 
AODV has three types of messages:  
Route Requests (RREQs), Route Replies (RREPs), and Route 
Errors (RERRs).   
To find the route to the destination, the source node generates 
a RREQ and broadcasts it to its neighbors [6]. The Frame for-
mat for RREQ message is shown in the figure 4 below: 
 

Type J R G D U Reserved Hop 
Count 

RREQ ID 

Destination IP Address 

Destination Sequence Nu,ber 

Originator IP Address 

Originator Sequence Number 

 
Fig.  4.  Frame format for RREQ message in AODV  

When the destination get the RREQ packet it prepares a reply 
packet to the source, called route reply (RREP) packet and 
unicast it to the source node. All the intermediate nodes which 
receives the RREQ packet caches a route back to source node. 
Route Reply (RREP) Message Format shown in figure 5 below: 
 

Type R A Reserved Prefix 
Size 

Hop 
Count 

Destination Ip Address 
Dsetinatiomn Sequence Number 
Originator IP Address 
Life Time 

 
Fig.  5.  Frame format for RREP message in AODV  

A RERR message is used to notify other nodes When a link 
break in an active route is detected.  The RERR message con-
tains the information about those destinations which are un-
reachable though any broken link. Route Error (RERR) Mes-
sage Format is shown in figure 6 below: 
 

Type N Reserved DestCount 
Unreachable destination IP Address(1) 
Unreachable destination sequence number(1) 
Additional Unreachable destination IP Address(if need-
ed) 
Additional Unreachable destination sequence number(if 
needed) 

 
Fig.  6.  Frame format for RERR message in AODV  

The Route Reply Acknowledgment (RREP-ACK) message 
MUST be sent in response to a RREP message with the 'A' bit 
set [7].  This is typically done when there is danger of unidi-
rectional links    preventing the completion of a Route Discov-
ery cycle. Route Reply Acknowledgment (RREP-ACK) Mes-
sage Format is shown in figure 7 below: 
 

Type Reserved 
 

Fig.  7.  Frame format for RREP-ACK message in AODV  

HELLO message is broadcasted to find the connectivity of a 
particular node in the network [7]. The important thing is that 
a node SHOULD only use HELLO messages if it is a part of 
active route. A node broadcast a HELLO message periodically 
on the HELLO_INTERVAL milliseconds. 
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4  SECURITY THREATS IN MANETS 
Mobile Ad Hoc Networks are unwired network with continu-
ous changing topology (dynamic topology). So, they are very 
vulnerable to security threats.   
4.1 Active Attacks 
Active attacks are the kind of attack in which the attacker can 
see the information of a user and can modify it too. An active 
attack may be internal or external. In External attacks the at-
tacker mainly aims to make congestion, send fake routing in-
formation or disturb the nodes so that they are not able to ser-
vices in well manner [8]. An internal attack is an attack in 
which the opponent wants to gain the normal access to the 
network and participates the network activities by some mali-
cious impersonation to get the access to the network.  
Some most common active attacks are described below: 

• Modification 
Modification of a message means that some portion of 
the original message is changed to make the message 
incorrect and to produce an unauthorized effect. A 
node may attack by altering the protocol fields in 
messages or injecting routing messages with false 
values [8]. A Denial of service attack may be done by 
modifying source routes as well.   

• Impersonation  
 This attack is also called spoofing attack. With the 
 help of this attack, an attacker node cans cause lots of 
 attacks in   MANET. For example, traffic that belongs 
 to the impersonated node may be redirected to the 
 malicious node [8]. In this attack, the malicious node 
 steals the identity of multiple nodes.  

• Fabrication  
 In fabrication attacks, false routing information is 
 generated by an intruder such as false route error 
 messages (RERR) .   

• Gray Hole attacks: A gray hole may forward all 
packets to certain nodes but may drop packets com-
ing from or destined to specific nodes.    

• Eavesdropping:  
Eavesdropping is another kind of attack that usually 
happens in the mobile ad hoc networks. The main 
aim of this attack is to obtain some confidential in-
formation which should be kept secret during the 
communication [9].  

4.2 Passive Attacks 
In a passive attack (also called Selfish Node attack) the attacker 
can learn or use the information of a user but does not modify 
nor change it. In a passive attack, the attacker does not change 
or alter the operation of a routing protocol but only attempts 
to discover valuable information [9]. Defending against such 

attacks is very difficult. Two important passive attacks are the 
traffic analysis and the release of the message contents. 

• Traffic analysis 
• Release of the message contents 

5  THE BLACKHOLE ATTACK 
In this attack, an attacker uses the routing protocol to adver-
tise itself as having the shortest path to the node whose pack-
ets it wants to intercept. An attacker listen the requests for 
routes in a flooding based protocol. When the attacker receives 
a request for a route to the destination node, it creates a reply 
consisting of an extremely short route. If the malicious reply 
reaches the initiating node before the reply from the actual 
node, a fake route gets created [10]. Once the malicious device 
has been able to insert itself between the communicating 
nodes, it is able to do anything with the packets passing be-
tween them. It can drop the packets between them to perform 
a denial-of-service attack, or alternatively use its place on the 
route as the first step in a man-in-the-middle attack. 
When a source node S needs to send packets to a destination 
node D to which it has no available route, it broadcasts a 
Route Request (RREQ) packet to its neighboring nodes. On 
receiving RREQ packets, the neighboring nodes update their 
Routing Tables (RTs) with an entry for the source node, and 
checks if it is the destination node or has a fresh enough rout-
ing to the destination node. If not, then the intermediate nodes 
receiving a RREQ packet broadcast the RREQ to its neighbors 
again [11]. The RREQ packet ultimately reaches the destina-
tion itself or at an intermediate node that has a fresh routing to 
the destination, which generates the Route Response (RREP) 
packet. The RREP packet is propagated along the reverse path 
to the source node. Suppose there is a malicious node in the 
path from source to destination. Whenever node B (Blackhole 
node) receives RREQ packets, it claims that it has the shortest 
route to the destination node and immediately sends a false 
RREP packet to the source node, even though it might not be 
having the route to the destination. The destination node may 
also send the reply but the reply from B could reach the source 
node first, if B is nearer to the source node. Moreover, B does 
not need to check its RT when sending a false message; hence 
its response is more likely to reach the source node firstly. This 
makes the source node thinks that the route discovery process 
is completed, ignores all other reply messages, and begins to 
send data packets through the path containing attacker node. 
Subsequently, all the packets through B are simply consumed 
or lost. B could be said to form a blackhole in the network and 
this type of attack is known as Blackhole Attack [12]. 
As shown in Figure 8 below, source node 1 broadcasts an 
RREQ message to discover a route for sending packets to des-
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tination node 3. An RREQ broadcast from node 1 is received 
by neighboring nodes 2, 4 and 5. However, malicious node 5 
sends an RREP message immediately without even having a 
route to destination node 3. The RREP message sent by the 
malicious attacker node is the first message reaches to the 
source node .When the source node receive the message sent 
by the malicious attacker node, updates its routing table for 
the new route for the intended destination node and then also 
discards any RREP message from other neighboring nodes 
even from an actual destination node. When the Source node 
gets the route, it sends the data packets immediately from the 
route which is provided by the malicious attacker node. Nev-
ertheless, a Black hole node drops all data packets rather than 
forwarding them on.  
  

 
 

 
 
 
 
 
 
 
 
  RREQ Packet 
  RREP Packet 
  Black hole Node 
 

Fig.  8.  Blackhole Attack in AODV  

Blackhole attacks can be classified into two types: Single 
Blackhole Attack and Co-operative or Collaborative Blackhole 
Attack 
Single Blackhole Attack 
In the Single blackhole attack (shown in figure 9 below), there is 
a single malicious node which replies with the false infor-
mation of the shortest path to the destination immediately 
when it gets a RREQ message for a particular destination [12]. 
Then this attacker node can drop all the traffic passing 
through it. 

 
 

Fig. 9. Single Blackhole Attack in AODV  

Collaborative or Co-operative Blackhole attack: 
In collaborative or Co-operative Blackhole attack (shown in 
figure 10 below)  multiple malicious nodes combined and coor-
dinate malicious activities against some particular node. In 
this type of attack, the first blackhole node send the packet to 
another blackhole node and also every blackhole node have 
the complete information of every other blackhole node [12]. 
This type of attack is very tough to detect. 

 
 Fig. 10. Collaborative Single Blackhole Attack in AODV  

6  RELATED WORK 
Raja Karpaga et.al. [13] Provided an efficient approach for the 
detection of the Blackhole attack on the DSR based Mobile 
Adhoc Networks, called BDSR (Black hole Detection in Dy-
namic Source Routing Protocol). In this approach, at initial 
state the Proactive detection approach is used while in the 
later stage the Reactive Detection mechanism is used. In Pro-
active Detection stage, this approach concentrates on the de-

1 5 

6 4 

3 2 
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tection of the presence of any Blackhole node(s) initially.l 
while in the later stage it uses the Reactive approach which 
mainly concentrates on the reduction of the Overhead and the 
wastage of the resources.  
Ekta Kamboj et.al [14] poposed an efficient approach for the 
detection of the Blackhole attack in AODV based Mobile ad 
hoc Networks. In this proposed approach, Intrusion Detection 
System based on the Fuzzy logic is used. In Fuzzy logic the 
correctness or the truthness of any statement is expressed or 
measured in terms of degree. In this approach, The Fuzzy pa-
rameter extraction module is used by a node to listens the traf-
fic of its neighboring nodes and also chooses some parameters 
on which the fuzzy rules are to be implemented. Two parame-
ters forward packet ratio and the average destination sequence 
number are used here. According to the fuzzy rules, If the 
forward packet ratio is low, average destination ratio is low 
then fidelity level is low. The fidelity level lies between 0 and 
1.Minimum value for fidelity level can occur as a result of 
more malicious behavior than legitimate behavior of a neigh-
boring node. This fidelity level is compared with the threshold  
value and model decides whether a node is black hole node or 
a normal node. 
Maha Abdelhaq et.al [15] proposed a secure and efficient ap-
proach for the detection of the blackhole attack in the Mobile 
Ad hoc Networks based on AODV. The approach is known as 
Local Intrusion Detection Security Routing (LIDSR) mecha-
nism. In the LIDSR mechanism, the detection of the blackhole 
node is performed locally with the help of the previous node 
just before the attacker node instead of detecting the attacker 
node with the help of the Source or the originator node.. So 
these things differentiate it with the previous approach known 
as the Source Intrusion Detection Security Routing (SIDSR) 
mechanism. This approach helps to reduce the security mech-
anism overhead.   
Sowmya et. al. [16] proposed some modifications in ACO. The 
ACO algorithm provided an optimal path efficiently because it 
is fully distributed and thus, there is no single point of failure, 
also it is very simple to perform the operations on each and 
every node. The proposed algorithm is based on an asynchro-
nous and autonomous interaction of agents. This algorithm is 
self organizing, robust and fault tolerant. In this proposed al-
gorithm a threshold value is added with the ACO, to detect 
and prevent the blackhole attack in the MANET. The pro-
posed scheme isolates these attacker nodes from the data for-
warding or routing by reacting with the help of the ALARM 
packet to all its neighboring nodes. 
Usha et.al.[17]  proposed an algorithm for the detection of the 
Blackhole attack in AODV based MANET. In MANET world, 
when a node uses AODV protocol it can act as vulnerable by 

implementing following properties 
• The node can set its hop count field to 1; 
• The node can increase the sequence number by at 

least one when compared to other 
 Nodes in the network; 

• It can set the source IP address to a non existing IP 
address; 

• It can unicast faked RREP message to the source 
node; 

When a source node receives faked RREP message it updates 
its routing table towards nonexistent node. It can be achieved 
by an increasing destination sequence number and reducing 
hop count.  
Shurman et.al.[18] proposed  two attractive techniques to 
prevent the black hole attack in MANETs. In the first tech-
nique, at least two routes from the source to the destination 
node. First, the source node sends a ping packet (a RREQ 
packet) to the destination. The sender node will buffer at least 
three received RREP packets and after identifying a safe route 
it transmit the buffered packets. It represents that there are at 
least two routing paths existing at the same time. In this tech-
nique, two values are recorded in two additional tables which 
are last packet sequence numbers and the last packet received. 
Using these two table values, the sender can analyze whether 
there is malicious nodes in network or not. Second technique 
is good compared to first `original routing protocol. These 
both techniques fail to detect co operative black hole attacks.  
Yibeltal Fantahum Alem et al. [19] proposed an approach for 
the detection of the black hole attack based on the Intrusion 
Detection Systems (IDS) .Intrusion detection can be done by 
two types:  network based intrusion detection and host based 
intrusion detection. Basically network based intrusion detec-
tion works on switches, routers etc. In the mobile ad-hoc net-
works there is no central coordinator that monitors the traffic 
flow among the mobile nodes. They proposed the technique 
based on the anomaly detection by using host based Intrusion 
detection system. In this system every activity of a user is 
monitored and anomaly activities of an malicious node is 
identified from normal activities. To detect a black hole this 
system needs to be provided with a pre-collected set of anom-
aly activities called audit data. The system compares every 
activity with audit data. And if it found that any activity of a 
host is looking like out of the activity provided in the audit 
data, it isolates that particular node from the network.  
Lalit Himral et al. [20] proposed an efficient and very simple 
approach for the detection of the black hole attack in the mo-
bile ad hoc networks implemented on the AODV protocol. 
This method prevents from the black hole attack by the identi-
fications of the nodes with their sequence number. The identi-
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fication is made for whether there is large difference between 
the sequence number given by the source node and the se-
quence number given by the intermediate nodes who has sent 
back RREP message. In General RREP is sent by the malicious 
node with high destination sequence number than the other 
nodes and this entry is stored as the first entry in the Route 
Reply Table. It Then compare the first destination sequence 
number with the source node sequence number and  if there 
exists much more differences between them, then that node 
definitely is the malicious node, and the source node  immedi-
ately remove that entry from the Route Reply Table. When the 
malicious node is identified, the routing table information sent 
from the malicious node, are discarded from the network. 
Deng et al. [21] proposed an approach to detect the individual 
black hole nodes. In this approach when any intermediate 
node replies for RREQ, it includes the next hop information to 
the destination in the RREP packet. When the source node 
receives this RREP packet, it sends a further request to the 
next hop of the replied node and asks them about the replied 
node and about the route to the destination. Thus we can easi-
ly identify trustworthiness of the replied node if the next hop 
is trusted otherwise not. Although this approach is very good 
for the detection of black hole- attack but it does not work in 
case of cooperative black hole attacks.  

7  PROPOSED WORK 
In this paper, a robust secure efficient algorithm for the detec-
tion of the Black hole attack is described. This algorithm firstly 
identifies the black hole node in the given Mobile Ad hoc 
Network and then removes the entries for that node from the 
routing table. The algorithm is implemented in AODV (Ad 
hoc on demand Distance Vector) Routing Protocol. With the 
help of the proposed algorithm, both Single Blackhole attack 
and Co-operative Blackhole Attacks can be detected. 
Source node S start the route discovery procedure for the des-
tination D by preparing a Route Request packet, called RREQ 
packet and broadcast this RREQ packet to all its neighboring 
nodes. All the nodes getting this packet, forward to their 
neighboring node and the process continue until the packet 
reaches to the Destination node. When destination node get 
this RREQ packet, prepares a new packet for the reply, called 
RREP packet and unicast this packet to the source node S. The 
source node waits for all the replies and stores them into its 
own R-R (Route Record) table in terms of the decreasing Des-
tination Sequence Numbers (DSNs).  Means, a route which 
having highest DSN stored as the top entry in the R-R table. 
Now, the source node picks the first entry from the R-R table 
and compares its DSN with the Threshold value (Th). The 
threshold value is computed by averaging all the DSNs in the 

network. Now, If DSN is so much greater than Threshold (Th) 
then source node considers this node as the suspicious node 
and sits entry in the Suspicious Node Table (SNT) and then 
retrieve the second entry from the routing table and repeat the 
same procedure. This procedure is repeated until the 
DSN>>Th. After collecting all the suspicious nodes, the Source 
node again perform the Route Discovery procedure for the 
same Destination node D and for all the nodes retrieved in this 
time as the suspicious node, match them with the already 
stored in the Suspicious Node Table, stored them as the Mali-
cious nodes in the Malicious Node Table(MNT). This phase is 
called the Malicious nodes detection phase. Now the Source 
node prepare a new RREQ packet for a new destination D1 
and the same procedure is done for this new destination node 
and store all the nodes which have DSN>>Th as the new sus-
picious nodes and match them with the entries stored in the 
Malicious Node Table. All the nodes which have entry in both 
the tables are treated as the Black hole Node. This phase is 
called the confirmation of Black hole nodes phase. Now, 
source broadcast the information of these Black hole nodes to 
all nodes and when the other nodes get this information the 
remove all the entries of these Black hole nodes and now the 
normal process continues. 
Algorithm 
Step 1: Root Discovery Process 
The source node S starts the route discovery phase for the Dest  
D (Destination 1) by preparing the RREQ packet and broad-
cast it to the neighboring node. 
 
Step 2: Collecting Replies 
The Source node store all the replies sent by the destination 
node or the intermediate nodes in terms of their DSN and NID 
and arrange them in terms of the decreasing DSNs in RR – 
Table 
 
Step 3: Identification of Malicious Node 
Retrieve the top entry from RR-Table. 
If(DSN>>Th) 
{ 
S [Node_id] =1;      
   
Retrieve the next entry from the R-R table 
} 
After collecting all the Suspicious Node 
Repeat step 1, 2 and 3 again 
For Every node in the new R-R table 
If (S [Node_id] = =1) 
{ 
Malicious node= S [Node_id]; 
Store the Entry in Malicious Node Table    
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} 
After collecting all the Malicious Nodes Go to step 4 
 
Step 4: Confirmation of the Black hole Nodes 
S Broadcasts a RREQ packet for destination D1 (Destination 2). 
And collect all the replies in terms of their Decreasing DSNs in 
the R-R table. 
For all Nodes 
if (DSN>>Th) 
{ 
Store in Suspicious Node Table 
} 
Match this new list with the Malicious Nodes List collected in 
step 3. 
For all the nodes which appear in both of the list treated as the 
Black hole Nodes. 
 
Step 5: Removal of Black hole Node 
Remove the Entry of all the Black hole nodes detected in step 4 
from the R-R table.  
 
Step6: Node Selection Process for Secure Routing 
Sort the contents of RR-Table entries according to the DSN in 
decreasing order  and select the node which has highest DSN. 
 
Step 7: Continue Default Routing Process 
Continue with the normal procedure of AODV Protocol. 

8  IMPLEMENTATIONS AND RESULTS 
8.1 Parameters 
The parameters are defined in the table 1 below: 

TABLE 1 
SIMULATION PARAMETERS FOR PROPSED WORK 

 
  Parameter Value 

Simulator NS-2 

Version NS 2.34 

Number of Nodes 10, 30, 40 

Topography Dimension 670  m x 670 m 

Traffic Type CBR 

Signal Prop. Model Two Ray Ground model 

MAC Type 802.11 MAC Layer 

Packet Size 512 bytes 

Antenna Type Omni directional 

Routing Protocol AODV 

Interface Queue Drop Tail/Priority Queue 

Max pkts in IFqueue 50 

Channel Wireless Channel 

Max/Min  Movement 
Speed 

50 m/sec. 

Min Movement Speed 10 m/sec 

Pause Time 10 sec. 

Simulation Time 120 sec. 

 

8.2 Simulation Scenarios 
Figure 11 below showing the simulation of 10 mobile nodes 
with one attacker node in NAM. 
 

 
Fig.  11.  Simulation of 10 mobile nodes with one attacker node in NAM 

Figure 12 below showing the simulation of 10 mobile nodes 
with five attacker node in NAM. 

  

 
Fig.  12.  Simulation of 10 mobile nodes with five attacker node in NAM  

Figure 13 below showing the simulation of 30 mobile nodes 
with five attacker node in NAM. 
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Fig.  13.  Simulation of 30 mobile nodes with five attacker node in NAM  

 

8.3   Simulation Graphs 

We have shown three graphs to show the simulation results. 
Three Graphs are used to show the simulation results. These 
graphs are End to End Delay, Packet Delivery Ratio and 
Throughputs. Every graph contains two sub-graphs. The First 
Sub graph Shows AODV with attackers. This graph is shown 
by the red color.  While the Second Sub-graph shows AODV 
with implemented algorithm. This graph is shown by the 
green color.  
Case 1: When There is only one Attacker Node 

Average End to End Delat Graph 

This metric is basically used to describe the average time to send a 
packet from source to the destination. This Graph is drawn between 
Mobility (in m/sec) in X Axis and Throughput (in Kbps) in Y-Axis.  

 
Fig.  14.  Average end to end delay graph with one attacker nodes 

Packet delivery Ratio Graph 

This metric describes the ratio of total incoming packets and actual 
received packets by the destination. This Graph is drawn between 
Mobility (in m/sec) in X Axis and PDR in Y-Axis. 

 
Fig.  15.  Pacet delivery ratio graph with one attacker nodes 

Throughput Graph 

This metric describes the total number of bits send to the physical layer 
per second (Kbps). This Graph is drawn between Mobility (in m/sec) in 
X Axis and Throughput (in Kbps) in Y-Axis.  

 
Fig.  16.  Throughput graph with one attacker nodes 

Case 2: When There are More than one Attacker Nodes 
(in our case 5) 

Average End to End Delay Graph 
This Graph is drawn between Number of Black hole Nodes in X Axis 
and Avg. End to end Delay (in milliseconds) in Y-Axis. 

 
Fig.  17.  Average end to end delay graph with 5 attacker nodes  

Packet delivery Ratio Graph 

This Graph is drawn between Number of Black hole Nodes in 
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X Axis and PDR in Y-Axis. 

 

 
Fig. 18.  Pacet delivery ratio graph with 5 attacker nodes 

Throughput Graph 

This Graph is drawn between Number of Black hole Nodes in 
X Axis and Throughput (in Kbps) in Y-Axis. 

 
Fig.  19.  Throughput graph with 5 attacker nodes  

9  CONCLUSION AND FUTURE SCOPE 
Mobile adhoc Networks due to their adaptive nature they are 
threatened by number of attacks such as Modification, Black 
Hole attack, Wormhole attack etc. Blackhole attack is one of 
the most dangerous active attacks in the mobile Ad hoc 
Networks (MANET). In this research paper a robust efficient 
approach for the detection of the Black hole attack in the 
Mobile Ad Hoc Networks on AODV routing protocol is 
proposed. In the proposed approach a solution is proposed 
which is based on the Inspection of DSN and if it is more than 
the Threshold value than this node is malicious node and after 
the detection of the malicious node a confirmation phase is 
provided for the confirmation of the Blackhole nodes. 

As the future work, this algorithm can be implemented for 
some other dangerous network layer attacks such as Grey hole 
or Wormhole attack etc and also it can modify for providing the 
better resuly for the large MANETs and large number of Blackhole 

attacker nodes. 
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